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Introduction

SLNet is the most efficient, most flexible and best value telnet server solution available. The architecture,
performance and features are robust enough for large enterprises, yet affordable and flexible enough for any
small business. .SLNet enables an unlimited number of users to work invisibly and simultaneously on any
Windows server without interfering with one another or the server console user. Additionally, SLNet optimizes
the telnet protocol between Radio Frequency (RF) devices and Microsoft Windows servers.

SLNet v6.7 has been optimized for x64 windows server operating systems - Windows 2012, 2016, 2019 and
2022.

Full-Featured Telnet Service
e Allows unlimited concurrent connections for any device running terminal emulation, including RF devices.

e Users can be placed directly into custom applications or access the Common Command Shell.
e Use existing character-based and DOS applications to run multi-users without modification.
e Written in open Internet standards to work with any telnet client. No proprietary client software isrequired.

e Remote users can work invisibly and simultaneously on the same Windows 2012, 2016, 2019 or 2022 server
without interfering with the server console user.

e Features two levels of ‘time-out’ including: the clean-up of processes when a connection is droppedand
inactivity time-outs to log clients off after a specified period of no activity.

e System administrators can include more information such as security warnings for logon banners through the
multi-line banner support.

e Gives administrators the ability to customize the logon and password prompts.

e Allows administrators to send messages to logged on userswithout interrupting their work flow.

Telnet Security
e Completely preserves Windows security protocols.

e Requires user authentication by the Windows security authority.

e Gives administrators the ability to configure SLNet permissions on a user-by-user basis.
e Restricts logon rights to users with “log-on locally” permissions.

e Gives users the same permissions as if they were working at the console.

e Allow only specified users to log on via Telnet.

e Restricts logon rights to specific IP addresses or address ranges.

e Allows the logon sequence to be encrypted

Hand Held RF Device Support
e S| Net allows unlimited, concurrent RF devices connections.
¢ Ready for real-time use with any wireless radio frequency (RF) device that supports the telnet protocol.
e Users can access Windows 2012, 2016, 2019 and 2022 hosts from a device.
e  Support small screen sizes.

e No extensive application rewrites or the investment of learning new and cumbersome wireless APIs.

SAP Console compatibility

SLNet is the standard for interfacing to the SAP Console from RF devices. It is in use at major organizations
worldwide. They chose SLNet because of its outstanding performance and reliability. It installs in a few
minutes and delivers a powerful solution for organizations from a few people to thousands.

Version: 1.2 Page 1 Date: January 2025
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Architecture

SLNet

Telnet connections

X VY PR KX

SLNet
server I

2 User
~ Application

The SLNet server handles a large number of connections (thousands) by handling all connections, terminal
emulation and character translation through an SLCon.exe for each user that connects up to the user’s
application through an MS-DOS prompt.

SLNet Requirements
SLNet 6.7 supports Windows Server 2012, 2016, 2019 and 2022.

The SLNet service itself uses only a minimal amount of system resources, requiring four megabytes of disk
space in your root system directory (the directory where Windows is installed on your system) and 2
megabytes of system RAM for the initial connection.

PDF Reader

You will need to install software such as Adobe Reader or Foxit Reader to view the help
documentation (PDF format).

Version: 1.2 Page 2 Date: January 2025
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Upgrading from a Previous Release

If you are a previous SLNet user of 2.6, 4.1, 5.0, 5.3, 6.0, 6.2 or 6.3 versions, you should upgrade to the 6.7
release for improved operation and security, additional platform support, and new features.

If upgrading from SLNet versions up to and including 6.0, and the installation runs on Windows Server 2008 or
earlier Windows Server versions, you must install SLNet 6.7 onto a new server which is either Windows Server
2012, 2016, 2019 or 2022. To transfer your settings from the previous version, export the following Windows
registry key:

Previous versions - 32 bit server registry location: HKLM\Software\Seattlelab\SLNet
Previous versions - 64 bit server registry location; HKLM\Software\Wow6432Node\Seattle Lab\SLNet

SLNet 6.7 registry is located at HKLM\Software\Seattlelab\SLNet , so if exporting from a 64 bit server ensure
you edit the registry file with the correct path before importing.

You can upgrade on the same server if the earlier SLNet version is running on Windows Server 2012, 2016,
2019 or 2022. To upgrade on the same server, stop the Seattle Lab Telnet Service and then install 6.7 over the
current installation.

A new installation of SLNet 6.7 will install a temporary license key which gives full functionality for 14 days. To
get a permanent license key contact sales@seattlelab.com. Instructions for requesting a license can be found
on page 29.

Version: 1.2 Page 3 Date: January 2025
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SLNet Features

High Performance

SLNet communicates via Winsock Sockets to the terminals and via Pipes to SLCon and the MSDos
Command Prompts. To minimize impact on the CPU resources, the SLNet programs are heavily multi-
threaded and asynchronous.

Access to Windows’s Common Command Shell

Users who Telnet into SLNet can have full access to Windows’ Common Command Shell. SLNet is
completely configurable by the administrator, who can choose to disable access to the Command Shell on a
user-by-user basis.

Direct Access to Custom Applications
SLNet offers you the power to define default custom applications for users as soon as they log in.

Security
Users run in their own appropriate security context, with all their own permissions in place, just as if they had
logged in from the main console. This completely preserves all Windows’s C2 security features.

Secure Logon

SLNet encrypts user IDs and passwords for secure logon over the Internet. With SLNet’s AuthTypes registry
value you can specify the level of encryption (and the encryption protocol) for the entire system, or on a user-
by-user basis.

Terminal Emulation

SLNet provides ANSI terminal sequences (compatible with the VT-100 and VT-220) for cursor positioning and
formatted screen handling. It supports colors, UTF-8 characters, Unicode characters and custom key
sequences.

Logging
SLNet can insert a record in the Windows event log every time a user connects or disconnects along with a
record of what process the user executed and the resulting data and screens from that process.

Remote Administration
SLNet can be administered locally or remotely.

Disconnects

In a controlled disconnect, a telnet packet from the terminal lets SLNet know the terminal is about to
disconnect. This allows SLNet to tell the various threads that the events they are waiting for will not be
occurring.

In an uncontrolled disconnect, the threads will either go into a temporary wait mode or exit cleanly and close
the sockets, pipes, and MSDOS Command prompt and applications as needed.

A terminal user or device can reconnect securely to a temporarily disconnected application.

Version: 1.2 Page 4 Date: January 2025
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What’s New in the SLNet 6.7 Release

Windows 2012, 2016, 2019 and 2022 support
SLNet 6.7 has been optimized for x64 windows operating systems and fully supports Windows 2012, 2016,
2019 and 2022 servers

64 bit application support
SLNet 6.7 fully supports 64 bit applications such as SAP Console 7.3 whilst still supporting legacy 32bit
applications.

Improved performance and reliability

SLNet 6.7 has improved handling of the pass-through pipe. It also has improved handling of the opening and
closing of sessions and orphaned sessions

Improved support for double byte character set
SLNet 6.7 has improved support for International languages that use the double byte character set

Improved Child Process Monitoring

SLNet 6.7 has improved monitoring of any child processes that are spawned by the user’s primary application if
Child Process Monitoring is enabled. This ensures that all user processes are properly stopped and cleaned up
before exiting

Improved compatibility with applications that read VT escape codes

By default, key press output in SLNet 6.7 is translated from Ascii Video Terminal Escape Codes (VT codes) to
Windows scan codes. SLNet 6.7 provides functionality to change the key press output to VT code.

Version: 1.2 Page 5 Date: January 2025
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SSH Security

The wireless data transmitted between the RF Guns and the Base Station is usually encrypted at the network
level using W EP, W PA, W PA-PSK, W PA-PSK2, etc.

In the past this was only way to secure Telnet traffic passing through the network. If you wish to have a
secure encrypted connection between the RF device and the SLNet Server we recommend that you install
our SSH product - SLNet Secure. With SLNet Secure the connection is protected using the SSH protocol.
SSH provides strong encryption and integrity. For further security you can authenticate using SSH key
pairs.

SLNet Secure can be installed on the same server as SLNet Server 6.7 and both versions can run in parallel.
This means you can migrate RF terminals to the SSH protocol, whilst leaving other devices running as they did
previously on Telnet. SLNet Secure requires a separate license key.

55H

55H
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Installation of SLNet 6.7

Before installing SLNet 6.7, you must first log on as a member of the Administrator’s user group.

Download the SLNet 6.7 installation file from the
SeattleLab web site or obtain it from a reseller.

Put it on the local drive on the Windows server.
Right click on the .msi file and select “Install” to

start the installation process.

Click Next to continue.

Read the License Agreement.

Check “I accept the terms in the license agreement.”

Click Next to continue.

Enter a User Name and Organization.

Click Next to continue.

Change the destination folder for the SLNet
software if needed.

Click Next to continue.

Click Install to continue.

Installation of SLNet is complete.
Click Finish.

Version: 1.2 Page 7

2 SLNet 6.7 - Installer Wizard

SLNet

SR, R

x

‘Welcome to the Installer Wizard for SLNet 6.7

The Installer Wizard wil install SLNet 6.7 on your computer. To
continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

15 SLNet 6.7 - Installer Wizard

License Agreement

Please read the following icense agreement carefuly

x

+ “SeattleLab

License and Usag
[This SeattieLab

InstaliShield

(®1 accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

User Mame:

Customer Information

Please enter your information.

Admin
Organization:

Seattlelab|

5 SLNet 6.7 - Installer Wizard

Destination Folder

ped

s
+ sSeattleLab
Click Next to install to this folder, or dick Change to install to a different folder,

D Install SLMet 6.7 to:
C:\Program Files\SeattleLab', Change...

5 SLMet 6.7 - Installer Wizard

Ready to Install the Program

The wizard is ready to begin

installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to

exit the wizard.

X

+ “SeattleLab

Installer Wizard Completed

The Installer Wizard has successfully installed SLNet 6.7, Click
Finish to exit the wizard.
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Configuration

SLNet offers a powerful selection of options for customization of your Telnet needs.

Go to Start, Programs, SLNet Telnet ] stvetTene server

Server group. Then Se|eCt ;D;l Seattlelab Telnet Server Configura...
SeattleLab Telnet Server

Configuration

The SLNet configuration panel is displayed.

SLMet - SeattleLab: Restricted License (Dema) x
Include / Exclude l Connected Users ] License l About... ]
Service ] Console ] Auto Logon IPs ] Terminal Types ] User Profiles ]

Server Name: |SeattleLab: Restricted License (Demo)

v Alow Users to wait for a connection; [¥ Tabis a Retum forthe Usemame Prompt
Maximum Connection Limit: |0 JZI Legging
[[On  Options.. 000009
Maximum Logon Attempts: |3 JZI
Event Logging
|23

Telnet Sockt: | info | Wamings | Emors
Logon Banner:
Welcome to Seattlelab SLMet 6.7

Current Status

0 Users Logged on. 0 Users Waiting

0 Logons since last start. 0 Logon Failures since last start.

DESKTOP-4J4A)68B OK | Cancel Server... Help

Until you enter a valid license key, SLNet is in a demonstration mode with a temporary license key that expires.

If you see the License Key expires warning prompt, click OK to continue.

If you have a License Key, click on the License tab to load your valid SLNet License Key file.

Version: 1.2 Page 8 Date: January 2025
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Service tab
SLMet - SeattleLab: Restricted License (Demo) X
Include / Exclude ] Connected Users I Licensze I About... ]
Service ] Console ] Auto Logon |Ps ] Teminal Types ] User Profiles ]
Server Name: SeattleLab: Restricted License (Demo)
v Mllow Users to wait for a connection; [v Tabis a Retum for the Usemame Prompt
Maximum Connection Limit: |0 _|:| Logging
[[On  Options.. 000009
Maximum Logon Attempts: |2 J;I
Event Logaing
<123
Telnet Socket. | Tnfo | Wamings | Emors
Logon Banner:
Welcome to SeattleLab SLNet 6.7
Current Status
Pause Stop Running
0 Users Logged on. 0 Users Waiting
0 Logons since last start. 0 Logon Failures since last start.
DESKTOP-4J4AJGE oK | Cancel Server... Help

Server Name:

. L. Server Name: |Seattlelab: Restricted License {Demo)
The Server Name is a description of the server that

SLNet is running on. It is a combination of your This is the default Server Name for an unlicensed server. SLNet is
organization name and the registered server / installed automatically as a Demonstration license with a limited
location name that you supplied to generate a license number of users and a time expiration.

key.

You can change to a differ_ent server by clicking on C ErVET... |

Server... button and entering a different server

name. The server must be connected to your
network. The server’'s computer name appears on
the left bottom of the panel.

User Connections:

. o - . .
You can allow users to wait for a connection if all IV &llow Users ta wait for a connection
licenses are in use.

If this box is Unchecked, the users will see a message,
There are currently too many Telnet
sessions. Please try again later.
They will then be returned to the Telnet prompt.

Your license will specify the maximum number of Maximum Connection Limit: IEI =1
user connections allowed.

You can change it to a lower number if needed.

Version: 1.2 Page 9 Date: January 2025
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You can set the security limit for logon attempts.

Specify the Telnet socket (port) that SLNet will
monitor for connections. Changes you make to the
Telnet Socket in the Service Options do not take effect until
you restart the SLNet service.

Miscellaneous: The tab key can be set as a return for
the user name prompt.

Logging:

Logging is Off by default. Logging should be left Off on
production systems unless directed by a SeattleLab
technician.

Click the Logging button to turn On logging.
Select Options for logging parameters.

The total number of log entries is displayed.

SLNet uses the Windows Application Log in the
Event Viewer to keep a record of everything it does
by entering messages as events occur.

If you set Logging On, you can set which events you
want logged.

Check the box next to an item to log its information.

Logs are written to C:\ProgramData\SeattleLab\SLNet\Logs
These settings are usually used by SLNet technical support
staff to assist you in resolving issues.

By default, SLNet logs three types of events: Info,
Warnings and Errors.

Info messages (such as which user logged on) are the
least serious and Errors (such as your demo copy of SLNet
has expired) are the most serious.

You can turn off the recording of Events. Toggle
each button to turn off its Event recording.

Version: 1.2 Page 10

b axirnum Logon Attempts: |5 _I?

Telnet Socket:

e

[+ Tabis a Beturm far the Usermame Prampt

— Logging
oiff | Optians... | I Q0000000

— Logging
] | 0o000o0o

SLMet Logging Options

pos

Log File Mame: -amData‘\Seattlel ab51 Net'Logs'SLNet log

| Close log file after each access

Log file line entry
[ ERROR

WARNING

Information

Telnet Neq
DebugStrin

A0 000

tags

|dle Loop Information
InFrom5SLCon

InFrom Terminal
OutToSLCon
Out To Terminal
SoapSrvcinfo
SoapSrvcDetailedInfo

otiation
8]

e

Hex Walue: | UUUU

0000 QoK Cancel

Event Lagging
’7 | Info

| ‘wamingzs | Enorz

Date: January 2025



SLNet 6.7 Installation, Configuration, Administration and User Guide

Logon Banner:

You can change the welcome message sent to each
device when it connects to SLNet - maximum
number of characters is 2048.

Status:

SLNet tracks current active users and any users
waiting for connections (may need to increase your
licensed amount of users).

Stop, Start or Pause SLNet:
You can Pause, Stop or Start SLNet.

If you stop the SLNet service, the service is
completely inactivated. It is removed from memory
and is no longer listening on the Telnet socket.
Telnet users who attempt to connect to your
Windows system will receive a connection refusal
message.

Alternative Ways to Start and Stop SLNet

The SLNet service can also be controlled from the
Services applet in the system control panel. In the
Services scroll box, choose SeattleLab Telnet
Server. You may then start, stop or pause the
service.

Logon Banner:
Welcome to Seattlelab SLMet 6.7

|EI Ilzerz Logged on. 0 Users Y aiting

|EI Logons since lazt start. 0 Logon Failures zince last start,

Current Statuz
’V Start | Pauze | Stop |

| Skartup Tvpe | Skaktus |

% Services (Local) | Mame

_ SeattleLab Telnet Service

SLNet can also be started or stopped directly from
the Windows Common Command Shell.

Version: 1.2 Page 11

Aukomatic Skarted

net start slnet

net stop slnet
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Console Tab

The Console tab of the SLNet Configuration Control Panel allows you to set internal parameters used in the
virtual consoles created by the SLNet service.

SLMet - SeattleLab: Restricted License (Demo) *
Include / Exclude | Connected Users ] License ] About... ]
Service Console l Auto Logon IPs ] Terminal Types ] Lser Profiles ]
Idle Timeout (Minutes) |0 e Auto Reconnect
( J = Type: @« i IP
Defautt Console Time Slice | 100 _|:I i~ IPorMame ¢ IP and Name
Max Console Wait Time |2000 _%I € Name € Admin

Time Slice Increment [100 _|:| Wait Timeout (Minutes): |2

r
Refresh Characters:”
Environment Variables

“Control Characters: % (use %% for a %)
Passthrough Fipe [PIPENAE 5 ’
Printer Name
Printer Open Name Edit Prompts

Printer Close Name Edit Defautt User

Priority |Nomal =

DESKTOP-4J4AJ6B OK | Canced | Sewver. | ooy Help

Do not adjust any of these parameters without advice from a trained SeattleLab technician.
Doing so will change performance, latency, and throughput of SLNet and your Windows system as a whole.

You may set Idle Timeout for as many minutes as

you choose (0 value means do not timeout). If there . . _I__,D "
is no activity from a user in the amount of time Idle Timeout (Mintes] =l
entered, SLNet will close the process.

Suppose you cannot back up your system if there are
processes running. If your users have a habit of not logging
off at the end of the day, you can set this option in order to
end the processes so that you can back up your system.

Only adjust these settings with the help of a trained
SeattleLab technician.

The SLNet service monitors the screen buffer of a user’s console Default Console Time Slice: | 100

for changes, so that those changes may be sent over Telnet to

update the screen of the client. If SLNet monitors these changes M ax Console wWait Time: | 2000 5
too infrequently, the user will experience sluggish and choppy

performance. If SLNet monitors those changes too frequently, it Time Slice Increment; 100 2
will consume too much of the system’s resources and reduce the

ol

performance of the SLNet user’s task and all other tasks running Pricrity: INDrm al
on the system. The algorithm used by SLNet to attempt to optimize ’

these conflicting constraints is to begin polling relatively frequently,

and to poll progressively less frequently when no screen activity is

detected
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Only adjust these settings with the help of a trained
SeattleLab technician.

The Passthrough Pipe allows you to customize the
environment variable name of the main pipe used by
SLNet. The default name for this field is PIPENAME.

The Printer Name is the environment variable to
contain the printer name associated with the user or
terminal.

The Printer Open Name is the environment variable
to contain the Escape sequence that enables the
user printer.

The Printer Close Name is the environment variable
to contain the Escape sequence that disables the
user printer.

See Appendix B. for customization options.

Auto Reconnect:

SLNet can be configured to automatically reconnect
to devices that get disconnected. Set the Auto
Reconnect values:

Security - Reconnect only if match on

None — no auto reconnect
IP address or User Name
User Name

IP address

IP address and User Name
Admin user

oooQgQg e

Wait Timeout — keep connection available — then exit
and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

O %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.
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— Environment ' ariablez
Fassthrough Pipe IF'|F'EN-"—"-ME

Printer Manme: I

Frinter Open Mame: I

Frinter Close Mame: I

— Auto Reconnect

Type: {* MNone P
" IPorMame P and Name
" MName £ Admin

wait Timeout [Minutes); IEI

[T futomatically Refresh the Screen

Refrezsh Characters: ™ I

*Control Characters: % [use %% for a %)
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User Prompts:

You can change any of the SLNet prompts. Frompts... |

If you enter a Windows domain name in the Default
Domain box, users will not see a domain prompt and SLNet
will access the default domain automatically.

Logon Prompt: Pazzword Prompt; Ipasswnrd:
Domain Prompt; |domair: New Passward Prompt: | Please enter new password
D efault Diomain: I Pazzward Canfirrn Prampt; IEDﬂfi"TI new pazzward:
Ilze Calar: IUSE Color Codes? Enable UTF-2 Fonts: IEnaI:uIe IITF-8 Faontz?
— Logon Meszages
kuzt Change Paszword: Mew Pazsword Ermor:
IYu:uu muzt change vour password before IErru:ur changing pazsword
Irralid Pazsword: Mew Pazsword Match Error:
ILlnaI:ule to validate thiz account, IF'assw-:uru:Is do not match

These prompts can be changed to any text (language independent).

Default User:

If you want all telnet connections to log in with Defaul User.

the same Windows user account:

Enable Auto Logon and set the Default Default User Authentication ®
Username, Default Password, and Default

Domain. All terminals will be logged on as Default Username | RFUSER

this Windows user account. Defauit Password | =

You can also set only the Default Domain Default Domain | domain.com

(leaving Auto Logon disabled) so that your
users will not be prompted for the domain
during manual logons.
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Auto Logon IPs

SLNet can automatically logon a user from a device that connects from a specific IP address or range of
addresses.

This enables you to have a shared user ID be used from a single IP address or a secured range of IP
addresses.

SLMet - SeattleLab: Restricted License (Demao) *
Include / Exclude ] Connected Users ] License ] About... ]
Service Console Auto Logon |Ps ] Teminal Types l User Profiles l
IP, Usemame
0.0.0.0, uzerl IP
0.0.0.1, user2 |
Ending IP
Mask
4 User Name:
Paszword:
Corfirn Password:
DESKTOP-4.J4A)68 QK | Cancel Server... | | Help

Enable Auto Logon

SLMet - SeattleLab: Restricted License (Demo) X
Include / Exclude ] Connected Users ] License ] About. .. ]
Service Console Auto Logon 1Ps l Teminal Types ] User Profiles ]

On the Console tab, click on the Default User... Default Uszer... |
button.

Default User Authentication X
Do not enter any information for the Default Defauit Username |
Username, Password or Domain. _— ,
efault Password |
Default Domain |
Check the Auto Logon box, click OK. v
oK | Cancel
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Select the Auto Logon IPs tab.

SLMet - SeattleLab: Restricted License (Demao)

Include / Exclude ] Connected Users

Service | Console i Auto Logon IPs

Use a single IP address to log on with a specific
user ID.

The format is IPaddress,userID.

If you need a IP Mask, the format will be
IPaddress:Mask,userID.

Use a range of IP addresses to log on with a
specific user ID.

The format is IPaddress-IPaddress,userID.

Add a single IP address and User ID.
Enter the IP address.
Enter a User Name.

Enter a Password (not required).
Confirm the Password.

<44 Add
Click the <<<Add button. —_I

Add IP addresses using a mask.

Enter the starting IP address.

Enter the mask to populate the IP address range.
Enter a User Name.

Enter a Password (not required).

Confirm the Password.

Click the <<<Add button. <<< Add |

Version: 1.2 Page 16

X
] License ] About... ]
] Terminal Types | User Profiles |
|
IP. Username

102155145123, uzer 3
192.168.1.0:256.256.255.0, user 1
132.168.123.34-192.168.123.45, uzer 39

IF

<< Add | [192 188 10, 1
Ending IF

Edit =25 | I
bl azk,

ﬂl Ilzer Mame:

IEHampIeﬂ
Fazsword:

Ixxxxx

Canfirrn Paszwaord:

Ixxxxx

IF
<< Add | |1E|2_1EB_ o1
Ending IP
2hh 28R 2B 0
Edit ez | I . - -
M azk
&l Ilzer Marme:
IE:-:ampIeE
Paszward:

Ixxxxx

Confirm Password:

Ixxxx>1
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Add arange of IP addresses and User ID. i
<< Add | [192 188 10 1
Enter the beginning IP address.
Ending IP
Enter the ending IP address. I s
Enter a User Name. Ediss | sk
az
Enter a Password (not required). I 192 168 10 100
Confirm the Password. ﬂl e
= 20 Name:
Click the <<<Add button. |EHam|:||83
<4< Add |
Fazzword:

Ixxxxx

Confirmn Pazswornd:

Ixxxx71

Edit an auto logon entry. IP. Usemame

Highlight IP address.

. . Edit z»» | IP
Click the <<<Edit button. <4< Add | I1E|2 R

102155145123, user 3

Ending P
Make any changes. . - b azk
Click the <<<Add button. << Add | ERERERE
4|QEHE I=zer Marme:
Iuser1
From [P Fazgword:
192.168.1.0 [
TalP Confirm Paszword:

192.168.1.255 |

Delete an auto logon entry.
Highlight IP address.

Click the Delete button. Delete |
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Terminal Types Tab

SLMet - SeattlelLab: Restricted License (Demo) *
Include / Exclude ] Connected Users ] License ] About... I
Service I Console ] Auto Logon IPs Terminal Types ] User Profiles I
New
WT220
XTERM

Delete

1

DESKTOP-4J4AJ68 0K | Cancel Server... Help

SLNet can support an unlimited number of terminal types. You can set a default terminal type or enter any
new terminal types that you need. It must match the ID String from the terminal or Port Server.

The information entered in the terminal settings is passed to the user.

Add Mew Terminal Type
Select a terminal type and click Edit to make
changes or Delete to remove a terminal type from the Enter the new terminal type’s name
list. Click New to add a new terminaltype.

|Examp|e|

Help | QK Cancel
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Terrninal Type VT220 Configuration

[ Printer Name: |

W Printer Open:® | %[Si

v Printer Close:™ |‘3-’u[41'

[ [ *Control Characters: %t (use %% ﬁ:u_r
[
- [~ —Auto Reconnect
milE Type: o ~
[ r r
[ ~ ~
[ [
[ [~ UTF-3 Font Encoding Wait Timeout (Minutes): | 0

{+ { {

r
Font: | Consolas
| = J Refresh Characters:* |

Code Page: | 1252 J *Control Characters: % (use %% ﬁ:u_r

[ ["Leoging [ Use Color

| | (v { i
Background Colar Text Colar

| Black J White J

Sample Text

Help | oK | Cancel |

Override Service and Console settings

The flexibility of SLNet allows you to override the default Service and Console settings. The two columns of
check boxes allow you to override a setting’s value and then be able to activate it.

[0 I Use Rediection Characters Nt checked and grayed out — use Service or Console setting.

v T Use Rediection Characters. Checked and not grayed out — setting can be modified but is disabled.

I ¥ se Redrestion Charasters  opacied and Checked — setting can be modified and setting is enabled.

Set the default printer for this terminal type. Check the box B Fie e |
to enter the UNC or IP address

Enter the command string to open the printer or close ¥ Printer Open:® |Z[5i
the printer. '

v Printer Cloze: IZ[di
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User Redirection Characters:

. L . v Use Redirection Charact
If this option is enabled, non-printable characters Tl M Uo oo i Chrarsirs

(characters less than 32 decimal) are mapped to
printable characters. The 32 non-printable characters
will be converted to printable characters based on the
following table. When a non- printable character is
encountered, the printable equivalent will be
substituted in its place. If this option is disabled, all
non-printable characters will be represented with

spaces.
Diecinial L2 =[a[s 67 s [# Jwn Juz 1z JuJ1s
MNon-Primdahle 3
o =N IREE ] elo o |jm|d|T e
BT Bywhvalene | @) ™ |n[*] ™ "lo |* fe Jo Jo [V ]| |*
D cinsal la |17 1= |19 |20 |21 |22 |23 |34 |25 |26 |27 |28 |22 |30 | 3]
Mo Frindahlle | 5 T 1 —_— | — —
- L BTN - FER
RNT = = | 1 | v = < Ve ¥
Eguivalent
If this is enabled, the screen is cleared if you switch ¥ [ allow Redraw
from screen scraping mode to usinga custom
name pipe.
If this is enabled, all translation of characters ¥ [ Binary Pipe
in the input stream is disabled. This would be
appropriate, for example, for users writing custom
communications software such as a file transfer
protocol.
If this is enabled, the Delete key sends a CTRL-C ¥ T Delete Key Emulates ControlC

to the application.
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Enable UTF-8 fonts. Select a font and a Windows [ ~UTF-3 FDnt-Encnding
code page to use. % Mo © Yes O Prompt
This allows Unicode characters to display on UTF-8 Font; ILucil:Ia Conzole j
compatible terminals.
Code Page: |1252 =]
Set the Auto Reconnect values: [+ —Auto Beconnect
. . Type:
Security - Reconnect only if match on P Mone i P

T IPorMame & IF and Mame

e None = No Auto Reconnect ~ ~ .
0 IP address or User Name bz au
0 User Name it Timeout [Minutes); I2

0 IP address

00 IP address and User Name v dutamatically Fefresh the Screer
0 Admin user

Fiefresh Characters IXH

Wait Timeout — keep connection available — then exit *Control Characters: % [use %% for a %]

and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

0O %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.

Activate color.

[ —Use Calar
’V & Mo © Yes © Prompt

Set logging on — for all sessions using this terminal v ~Logging
type. ’V IT Cptions... | Q0000000
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User Profiles Tab
You can add as many custom user profiles to SLNet as needed.

All SLNet users must have an existing Windows user account.

SLNet allows you to define system access on a user-by-user basis. It also allows you to automatically
customize the start for each user - for example, all users are presented with the Windows Common
Command Shell or SAP Console is started.

SLMet - SeattleLab: Restricted License (Demo) >
Include / Exclude ] Connected Lsers ] License About .. ]
Service | Console | Auto Logon IPs | Teminal Types User Profiles
New

DESKTOP-4J4AJ6B 0K Cancel Server... Help

The Default user configuration is used for any user who logs onto SLNet but does not have a custom
profile. Most organizations use the Default user.

Warning! If the Default configuration is ever removed, only individual users who have been specifically added to the SLNet
user list will be allowed to log on via SLNet.

Select a user type and click Edit to make changes or

Delete to remove a user from the list. Add New User
Click New to add a new user. It must be a valid Enterthe new user's name
Windows user account.
|RFUSER]
If Auto Logon is enabled, then all users will be logged in as Help | OK | Cancel
the user configured in the Default User Authentication box

If Auto Logon is not selected, then users will be prompted
for their Windows / Active Directory User ID and Password.
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User Default Configuration

Default Shell: | %SYSTEMROOT % \SYSTEM32\CMD. exe

Startup Directory: |

Command Line: |

[ Printer Mame: |

[~ I [~ Auto Reconnect
F F Type: - ~
[ Monitor Child Processes 2 =

s s s
[~ -
milm Wait Timeout (Minutes): | C
[~ Control-C Sends

o [

) Refresh Characters:*

E: *Control Characters: % (use %% fo!'

‘ r

Use Calor
'l
- o (] =

[~ ~UTF-8 Font Encoding Background Color Text Color

{+ W) i | Black J White J

Faont: | Consolas J

Code Page: | 1252

Sample Text

[~ Logging

Help ‘ QK. | Cancel

Override settings

The flexibility of SLNet allows you to override the default Service, Console and Terminal settings. The two
columns of check boxes allow you to override a setting’s value and then be able to activate it.

[ Use Rediiection Charmeizs. Not checked and greyed out — use Service or Console setting.

¥ I Use Redirection Characters.  Checked and not greyed out — setting can be modified but is disabled.
I¥ Iv Use Redirection Characters

Checked and Checked — setting can be modified and setting is enabled.
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Default Shell:

For use with most applications the Default Shell field Cei = %SYSTEMROOT %|SYSTEM321CMD. exe

should be left as configured upon installation of SLNet.
This default path allows access to the system command
shell. Opening the command shell allows console
applications to run properly as well as giving access to the
prompt in the command shell if desired.

When used with SAPConsole 7.10 and above the Default
Shell field should be changed to point to sapcnsl.exe.

Default Start Application: Startup Directory: |

To put users directly into your own custom application, Command Line: |
specify the directory and application startup command.

Enter the filename in the text box preceded by a
switch command (/c or /k) followed by any required

parameters for the application. Startup Directory: Iu::'xtest'\apps

The complete paths Startup Directory fields must be . Command Line: |£u:: test bat
entered in the format of either the Universal Naming Example:

Convention (UNC) or drive letters.
Paths entered must be LOCAL.

This is the default printer to use for this user. It will
be assigned to the printer name environment
variable defined on the Console tab.

¥ Printer Mame:

Use Redirection Characters:

= S
If this option is enabled, non-printable characters I [T Uss Riedsection Characters

(characters less than 32 decimal) are mapped to
printable characters. The 32 non-printable characters
will be converted to printable characters based on the
following table. When a non-printable character is
encountered, the printable equivalent will be
substituted in its place. If this option is disabled, all
non-printable characters will be represented with

spaces.
De-cineal 12 [=5[a]= [& [7 ] [#® [0 Ji1 [12 [15 [14 [ 15
Mo Prisiable LRI ] elole m | S
i =)o S o
Bk @ " n[*]* [$["]o 1™ o Jo o J! || |
Decimal 16 |17 [ 18 |10 [20 [31 |22 |23 |34 [35 |26 [27 |28 |29 |30 |
VonPrahle b |4 |1 (0 |7 5 | |1 [T [ [—[—(L|—|a]Y
RNT == W o (5 |- I v | |= C O P
| Eymivvalend

Enable this option to provide DEC VT emulation. W [ Use DEC VT Redirection Characters
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If Auto Scroll option is enabled, when a character is
output to the last position on the screen (the 80th
column of the 25th row), the screen scrolls up.

W I AutoScral

Most Telnet clients support auto scrolling. If the Telnet
client is set to perform scrolling, the Auto Scroll option
should be disabled in SLNet to prevent incorrect screen
formatting.

When this option is enabled any child processes that ¥ Monitor Child Processes
are spawned by the user’s primary application will also

be monitored by SLNet. With this option, SLNet can

ensure that all user processes are properly stopped

and cleaned up before exiting.

Some applications will not run if this option is enabled. If an
application functions directly from the Windows system
console but will not function with SLNet, disable this option.

If this is enabled, the screen is cleared if you switch from W T Allow Rediaw
screen scraping mode to usinga custom name pipe.

If this option is enabled, all translation of characters in

the input stream is disabled. This wouldbe ¥ [ Binary Pige
appropriate, for example, for users writing custom

communications software such as a file transfer

protocol.
If this is enabled the Delete key to send a CTRL-C to
the application. V¥ I Delete Key Emulates Control-C
You can customize the Control —C character string ¥ ~ContralC Sends
passed to the application. & CTRL_C_EWENT

. i CTRL_BREAK_EVEMT
Make a selection or enter an ASCII value.  CTRL_CLOSE EVENT

" Cument ey

" Control-C Key
[ I':'—

Enable UTF-8 fonts. Select a font and a Windows [+ —UTF-8Fant Encoding
code page to use. Mo & ¥ed © Prampt
This allows Unicode characters to display on UTF-8 Fant ||_u,:;i,:|a Consale j

compatible terminals.

Code Page: |1 232 j
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Set the Auto Reconnect values:
Security - Reconnect only if match on

None — no auto reconnect
IP address or User Name
User Name

IP address

IP address and User Name
Admin user

o e e o A e 4

Wait Timeout — keep connection available — then exit
and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

O %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.

Activate color.

Set logging on for this user.
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—&uto Reconnect

Type: " MNone P
& |PaorMame 0 IP and Mame
" Mame £ Admin

Wwiait Timeaout [Minutes]: I2

v Automatically Fefresh the Screen

Refresh Characters:* I/‘*H
*Control Characters: % [use %% for a %]

v Idze Color
’7 " No  Yes % Prompt
Iv —Logging
|7|Eln i Ophons.. ¢ 0o0oa0oa
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Include / Exclude Tab

Using the Include / Exclude tab you can control the locations that can access your server —from a single device
to a range of addresses.

SLMet - SeattleLab: Restricted License (Demao) >
Service | Console I Auto Logon IPs I Terminal Types I User Profiles
Include / Exclude I Connected Users I License I About ...

rInclude

3

e | Ll

Edit
Remove

Femove Al

 Exclude
Add
Edit
Remowve
Femove Al
[~ Exclude Al
DESKTOP-4J4AJ68 ITI Cancel | Server... | Apply Help

Click Add to add a new device or

| Allow Access On..,
address range.

= OK
Choose Include to allow access. ¢ Address Range Cancel
Enter an IP address or range of . . . _I I
addresses.

Choose Exclude to deny access.
Deny Access On...

Enter an IP address or range of

addresses. oK

Cancel

) L,

Select a location and click Edit to
make changes or Remove to
remove a device or range of
addresses from the list.
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Connected Users Tab

Using the Connected Users tab you can monitor which users are connected to your server.

SLMet - SeattleLab: Restricted License (Demo) >
Service ] Cansole ] Auto Logon IPs ] Teminal Types ] User Profiles ]
Include / Exclude Connected Lisers License ] About... ]
Sorted by Usemame Uzer
Domain;
IP Address:
Teminal Type:
Shell:
Command Line:
Startup Dir:
Pipe Mame:
Telnet Screen Size:
Connect Time:
Session has been Idle for
Last Data
Received from Console:
Sent to Terminal:
Received from Terminal:
Sent to Console:
Sort by Connect Time Send Message | Befresh
DESKTOP-4.J4AJ6B QK | Cancel | Server... | | Help |
Select a user to see the details on that user. Click the Info button.
By clicking on the Connect Time field
you can switch the displayed time between Local and UTC.
Send a message
You can send a message tq any Send Message |
user. Select the user and click the
Send Message button
Check the box Send to All Users Send Message
to do a broadcast to all connected
users. Message
Broadcast messages do not interrupt Hi Everyone,
the terminals input flow. The The servers will be down from 23:50 to 23:55 today.
application will continue to execute.
Characters sent from the terminal will
go to the application even while the
broadcast message is displayed.
v Send To All Users Bell Count: |2
oK | Cancel
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License Tab
SLNet is licensed by server and the number of concurrent users.

SLMet - SeattleLab: Restricted License (Demo) *
Service Console ] Auto Logon IPs User Profiles ]
Include / Exclude ] Connected Users About... ]
Serial Number: 36635050594
License Key: T86J-CB4R-LAHX-CVCE-LGHO-5MO
Company Name: SeattleLab
SLNet Server Location: |Restricted License
SLNet Server Name: |Demo
User Count: /5.
Expiration Date: Thursday, June 2, 2022
Bequest a License Key ... Load a License. ..
DESKTOP-4.J4A168 oK Cancel Server... Help

Get a License Key

After you have installed SLNet on a server, click the Request a License Key button
to generate a file to email to the SeattleLab license department. An email will be returned to you with the
license key.

You must pay for your SLNet license first before a license key will be sent to you.
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Enter the Email Address that the license key should be sent to.
The License Key is based on the Company Name, Server Location, Server name, and User Count.

License Key Request >

EMail Address: | piones@yourdomain.com

Company Name: | Your Company

SLMet Server Location: | Warehouse 1

SLMet Server Mame: | SLMET TEST

(W2 -T B50 concurrent Users g Pricing Information |

50 concurrent Users &
100 concurrent Users

150 concurrent Users Ok | Cancel

200 concurrent Users

1250 concurrent Users ¥

Click OK to save a license request file on this server.

You must pay for your SLNet license first before a license key will be sent to you.

Enter a name for the file, Save it to this server, and then email that . LRF file to licensing@seattlelab.com.

Seleck License Request File
Save in: I D My D ocuments j - EF ED-

File name: |E:-:am|:|le Save I
Save as type: ILicense Fequest Files [*.If] j Cancel |

v

You will receive a .LIC license file in your email within two business days.

You must pay for your SLNet license first before a license key will be sent to you.

Version: 1.2 Page 30 Date: January 2025


mailto:licensing@seattlelab.com

SLNet 6.7 Installation, Configuration, Administration and User Guide

Load a License Key

To load your license file into SLNet, click on the Load a License button.

Open the license file (saved from the email you received).

Select License File

Look in: I@' Desktop j e

Load a Licenze...

My Documents
vj My Computer
My Mebwork Places

Your Company WareHouse 1 SLMETTEST MKAS-SR4C-363F-3511-CLOS

File name: IY:::ur Company_WareHouse 1_SLMETTEST_M

Your license authorization is displayed. Click OK.

License...

Files of type: ILicense Files [*lic) =] Cancel |

Open I

4

Company Mame: (I

SLMet Server Location: IWETEH ouge 1

SLMet Server kame; ISLNETTEST

E spiration: IN::: E wpiration dzers: (100

Servers: |1

License Kew IN FA43-5R4C-363F-38J)-CLO G-

(] 4 I Cancel |
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About Tab
SLMet - SeattleLab: Restricted License (Demo) X
Service Caonsole ] Auto Logon IPs ] Teminal Types ] User Profiles ]
Include / Exclude I Connected Users ] License i

SeattleLab SLNet Version 6.7.5.0 Configuration
A,

SeattleLab: Restricted License (Dema)

/" SEATTLELAB

COMMURICATION & SECURITY SOLUTIGNS

SLMet iz licensed to specific organizations and specific servers.
For technical support go to www_SeattleLab.com

Copyright ® 2023 SeattleLab. All ights reserved.

Waming: this computer program is protected by copyright law and intemational treaties. Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal penalties,
and will be procecuted to the maximum extent possible under the law.

DESKTOP-4J4A.J68B oK | Cancel Server... Apply Help

The About tab displays the SLNet version information. If you have any questions about SLNet then first take
a note of your version from this tab.
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Logging on to SLNet

A Telnet client can be any of a variety of devices: a process on a UNIX machine, a Macintosh running
MacTCP, a network terminal, a dumb terminal attached to Terminal Server, a Windows terminal emulator, a
PC running PuTTY etc.

Many SLNet users connect through handheld terminals to their applications such as warehouse inventory
systems, SAP (SLNet usage is recommended in SAP’s documentation), etc. These RF devices can emulate a
variety of terminal types.

When you initially launch a Telnet client, it is not connected to anything. You need to initiate a Telnet
connection. From some Telnet clients, you do so by typing commands at a Telnet command prompt. For
example, connect hostname or open hostname (where hostname is the server name you are
connecting to).

Logon Welcome Message

SLNet will display a logon welcome message to the user. This Logon Banner:
message can be easily customized on the SLNet Service tab. Welcome to SeattleLab SLNet 6.7

The user will be prompted for their user name and password.

User Prompts

You can change any of the SLNet user prompts to meet your needs. Click on Edit Prompts Edit Prompts
on the Console tab.

Customizable Prompts >
Logon Prompt: W Pas=word Prompt: ||:-asswcun:|:
Domain Prompt: ||:||:|main: Mew Password Prompt: |F‘Iease enter new password:
Default Domain: | Pazsword Confirm Prompt: |':'2'l'lfil'|'|'l new password:
Use Color: |Use Color Codes? Enable UTF-8 Fonts: [Enable UTF-8 Fonts?

Logon Messages
Must Change Password: Mew Password Emor:
|Y|:|u must change your password before |Em:ur changing password

Invalid Password: Mew Password Match Emar:

|L|na|:u|e to validate this account. |F‘asswu:urds do not match

QK | Cancel

SLNet defaults to the domain name on the Customizable Prompts. If the Default is blank, then the user is
prompted for a domain name.

A user can log onto another domain by entering the domain name before the user name at the logon prompt,
separated by a back slash (\). For example: PRODUCTION\MYUSERID.

When a user has successfully logged on, they will be taken to the shell specified in the Configuration Screen
for your user. (The default is the Windows Common Command Shell.)
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Manual Logon

When a user connects to the SLNet server via a telnet session, they will be prompted for:

Logon: (username)

Password: (password)

Domain: (domain or local machine name if not is a domain) (unless a Default Domain has been set)
They might also be prompted for Use Color Codes? or Enable UTF-8 Fonts? if these options are
set to “Prompt” in their SLNet profile.

Logon with Telnet Client

At a command prompt type : telnet IP_of SLnetServer
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Logon with PuTTy Client

The PUTTY client supports UTF-8 encoding.

Install and launch the PuTTY client

The Session category should be loaded as default

Select Connection type Telnet - this will enter the default port number 23
In the Host Name (or IP address) box enter SLNetServer_ip_address
Select [Open]

ﬁ PuTTY Configuration ? x

Categony:
= Sgassion Basic options for your PuTTY session

~ Logging Specify the destination you want to connect to

- Terminal
Tﬂ}é;f'huard Host Mame (or IP address) Port

Bl [10.005 |[23 |

- Features Connection type:

= Window (C)Raw (® Telnet () Rlogin () 55H () Serial
- Appearance
- Behaviour
- Translation
+- Selection | |

C':'l':'!"rs Default Settings Load
=] Connection

Data Save
- Proxy

- Telnet Delete

Load, save or delete a stored session

Saved Sessions

Close window on exit:
(I Mways () Never (@) Only on clean exit

About Help Cancel

At the Enable UTF-8 Fonts? prompt enter Y or N

&P 10.005 - PuTTY - O X
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Automatic Logon

With SLNet you can set up an auto logon using a default user account for authentication or by IP address. With
auto logon any device connecting to SLNet will automatically be logged on without having to enter a user
name or password and will be placed in the shell specified in the User Profile.

Instructions for configuring a global Default User Logon can be found on page 14 of this manual.

Automatic Logon by IP address

SLNet can automatically logon a user from a device that connects from a specific IP address or a range
of addresses. This enables you to have a shared user ID be used from a single IP address or a secured
range of IP addresses.

Instructions for configuring Auto Logon by IP Address can be found on pages 15 — 17 of this manual.

Automatic Reconnect

SLNet can automatically connect a user back to their application if there is a temporary telnet
disconnection (for example, an RF device in a warehouse has its signal interrupted) and the Windows IP
stack makes SLNet aware of the interruption.

Instructions for configuring Automatic Reconnect can be found on page 13 of this manual.

Exiting an SLNet session

If logged into a backend application such as SAPConsole or Oracle, you should first properly exit the application.
If at that time the SLNet session does not disconnect you can either turn of your RF terminal or type EXIT at the
MSDOS prompt if connecting from a PC.
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SLNet Terminal Emulation

SLNet can be customized to meet any terminal
emulation / application character needs.

ANSI terminal emulators lack all the keys on a PC
keyboard, yet software written to be run on PCs
makes extensive use of these keys. To allow
terminal emulator users to simulate the pressing of
keys they do not have, SLNet provides mapping
sequences. These sequences begin with CTRL-A
(A for Attention). You first press CTRL-A, then
another key, to simulate the pressing of a single
PC keyboard key.

The keys that need to be simulated fall into three
basic groups: Cursor keys (Home, Pg Up, etc.);
ALT-Keys (keystrokes entered while the ALT key
is held down); and PC function keys.

This chart summarizes the CTRL-2A sequences
used to simulate these keys. Where ellipses (...)
are used, they indicate that the pattern set by the
preceding simulation is followed. For example, to
simulate Function Key 2, you would use the same
sequence as for Function Key 1, only replacing the
1 with a 2. The sequence must be completed in
less than one second, or no key will be simulated,
and the sequence that you typed will be sent to
the application verbatim.

The Special Keys allow you to control processes
you have generated from SLNet. It is possible
from SLNet to invoke a process of which you lose
control. For example, suppose that from aterminal
emulator via SLNet you type Notepad at the
command line. SLNet will invoke the Notepad
applet, which is a Windows program. From your
terminal emulator, you have no way of getting
input to a Windows program. The Special Keys
allow you to terminate this process.

The special keys affect only processes you have
created. You cannot use them to list or kill another
user’s processes

Version: 1.2

Sequence Simulates
Cursor Keys
CTRL-A i Insert
CTRL-A d Delete
CTRL-A h Home
CTRL-A e End
CTRL-A u PgUp
CTRL-A n PgDn
CTRL-A t Tab
ALT Keys
CTRL-A A ALT-A
CTRL-A Z ALT-Z
Function Keys
CTRL-A 1 F1
CTRL-A 9 F9
CTRL-A 0 F10
CTRL-A - (minus) F11
CTRL-A = (equal) F12

Sticky Keys (Active un

til second key pressed)

CTRL-A a ALT

CTRL-A ¢ CTRL

CTRL-A s SHIFT — Caps Lock On
Special Keys

CTRL-A p List Processes

CTRL-A k Display processes

CTRL-R Refresh Screen

CTRL-A SPACE

Refresh Screen

CTRL-A 1

Display processes

CTRL A CTRL K

Keyboard analysis — key
ASCII codes are displayed

CTRL A CTRL R

Raw keyboard input. Keys
are not translated to
Windows keys.
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SLNet Entries in Windows Application Log

SLNet keeps a record of its activities by entering messages in the Windows Event Log as events occur.
To view event logs for SLNet, go to the Log menu on the tool bar and select Application.

You may select which types of events you wish recorded in the Event Log by going to the SLNet
Configuration panel Service tab. Check Logging - set Logging On and adjust the Options.

Logging Message examples
The [%1] and [%2] tags in the following examples are values that are filled in by SLNet at the time the event is generated

e Ifthe socket SLNet is trying to use is already in use by another program the user will get an Error message. The
number 1000 will appear in the Event column and the Error message will be: “The [%1] service could not be

started.”

e If auser who does not have permission to use SLNet attempts to log on, the number 2000 will appear in the
Event column, and the Warning message will be: “User [%1] attempted to log on with no profile. There was no
default.”

e When a user logs onto SLNet, the number 2002 will appear in the Event column and the Information message for
that event is: “Accepting connection from IP: [%1]. Connection Number [%2].”

e  When the Telnet service is successfully started, the number 3000 will appear in the Event column and the
Success message for that event is: “[%1] has been successfully started.”

If the user is connecting via a proxy server, the IP address will always be the address of the proxy server rather than the
client machine on the other side of the proxy server.
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SLNet Error Codes

The [%1] and [%2] tags in the Error Message column are values that are filled in by SLNet at the time the event is
generated. Generally speaking, [%1] tags represent applications and [%2] tags represent machine IP addresses.

Please contact our technical support team for assistance. Most error codes are from authentication security.

Event Type ‘ Error Message
1000 ERROR The %1 service could not be started.
1001 ERROR Unable to find socket library.
1002 ERROR Unable to allocate memory for Socket Info Structure.
1003 ERROR An error occurred while attempting to allocate memory.
1004 ERROR %1 has not been installed correctly. Please re-install.
1005 ERROR %1 %2 (generic)
1006 ERROR %1
1007 ERROR The user's process returned %!1.
1008 ERROR Assert in file %1.
1009 ERROR Invalid registration data. The service is shutting down.
1010 ERROR The demo version of %1 has expired.
10000 ERROR The Socket error is undefined.
10004 ERROR The Socket has been interrupted.
10024 ERROR No more file descriptors are available.
10036 ERROR A blocking Windows Sockets operation is in progress.
10041 ERROR The specified protocol is the wrong type for this socket.
10043 ERROR The specified protocol is not supported.
10044 ERROR The specified socket type is not supported in this address family.
10047 ERROR The specified address family is not supported.
10050 ERROR The Windows Sockets implementation has detected that the network subsystem has failed.
10052 ERROR The network has been reset.
10053 ERROR The connection was aborted.
10054 ERROR The connection was reset.
10055 ERROR No buffer space is available. The socket cannot be created.
10060 ERROR A timeout has occurred.
10093 ERROR A successful WSAStartup must occur before using this API.
2000 WARNING User %1 attempted to logon with no logon profile. There was no default.
2000 INFORMATION The terminal type is: %1.
2001 ERROR A connection from address %21 was rejected because it is not in the accepted address range.
2002 INFORMATION Accepting connection from IP: %1. Connection Number %2.
2003 INFORMATION IP %1 Disconnected.
2004 INFORMATION The demonstration period will expire on %1.
2005 INFORMATION %1 user version initialized.
3000 SUCCESS %31 has been successfully started.
3001 SUCCESS %1 has been successfully stopped.
Version: 1.2 Page 39 Date: January 2025




SLNet 6.7 Installation, Configuration, Administration and User Guide

Appendix A. Troubleshooting

SLNet is designed to be a powerful solution to Telnet needs.

Problems usually occur when you have made a change in your environment. This may be an operating
service pack, a security change, new device, or changing users.

Before You Contact SLNet Technical Support

In order to do our best for you, we require accurate and timely information in the formats we request. Our
records show that over 50% of all incidents reported are resolved as permission problems or not following the
directions in the documentation.

The Windows Event log has many clues to resolving SLNet issues.

Here are steps to follow before you call our technical support team:
1. Review the Windows Event log. It is a good source for error messages on security and connectivity.
2. Validate that a user has a good connection to your network and a valid Windows account.
3. Verify that the user has permission to log on locally to the server that SLNet is installed on.
4

Turn on SLNet logging for a user and review the log details. Often you will find the user has entered
invalid characters or data.

When you contact SLNet technical support, please let us know your Windows operating system release and
hardware environment, SLNet version, and a complete description of your question or problem (let us know if
you can recreate it), and have access to the SLNet server.

SeattleLab Professional Services
If you need special assistance with customization of SLNet, please contact our technical support group to
arrange for billable professional services time.

Contacting SLNet Specialists
Customers with active maintenance support contracts have access to technical specialists.

Email Technical Support: slticket@SeattleLab.co.uk

Telephone numbers and hours of business for our offices are available on our web site —

www.seattlelab.com

We'll “do what it takes” to assist you with your questions or problems.
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Appendix B. Customization

Named Pipes

SLNet works with unmodified off-the-shelf character applications by reading the console output buffer at
periodic intervals, noting any changes made in the buffer, translating those changes into a character stream,
and directing that character stream to the Telnet socket. The character stream contains ANSI escape
sequences for cursor control to correctly format the screen. This design allows SLNet to support the widest
possible range of third-party products, without requiring customers to make any modification to their software.

For customers who have the ability to modify their software, however, or who are writing new software, SLNet
provides a more direct output connection. This connection takes the form of a Named Pipe. There are two
advantages to using direct output to the named pipe:

1. ltis more efficient, allowing given hardware to support more processes in addition to allowing for each
process to complete more quickly.

2. It allows support for non-ANSI terminal emulations. The SLNet Named Pipe can be handled in the
following way:

When SLNet creates a process, it places the name of the pipe it creates for that process in a variable
in the process’s environment. The Pipe Name field defines the name of this environment variable. To
read this environment variable from C code, a program could call the getenv function. The name
received from the environment can then be used in a call to the W in32 API CreateFile (whichis
used to open files and other devices as well as to create them).

If your application shells out to run other applications that do not know about the Named Pipe, you
should close the pipe, and SLNet will return to screen-scraping mode. When your application regains
control, it can then re-open the pipe. The Win32 APl CloseHand1e is used to close the pipe:

Characters may be directed to the named pipe by calling the Win32 API function WriteFile.

The following C code sample demonstrates the basic steps for using named pipe to output all user interface
information.

/%
This code is an example to show the basic steps for using named pipe
to output all user interface information.

printf () is only used for fatal errors, all other output is via pipe.

Note, during runtime the SLNET end of the pipe will be open/closed outside
of the control of this code.

The code shows the required method of checking for a pipe write and
reopening the pipe on failure. Failure is expected behaviour so note
expected mitigation.

THIS CODE IS NOT PRODUCTION STANDARD, HAS MINIMAL ERROR AND BUFFER
CHECKING. FOR GENERAL GUIIDANCE ONLY.

*/

#define CRT SECURE NO WARNINGS 1

#include <Windows.h>
#include <fcntl.h>
#include <io.h>
#include <stdlib.h>
#include <stdio.h>
#include <string.h>
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void main (void)

{

char PipeName[256] = { 0 };
char* psEnvPipeName = { 0 };
char TempIn[256] = { 0 };
char TempOut[256] = { 0 };

int PipeHandle = O0;
int BytesRead = 0;
const char* CLEAR SCREEN = "\x1B[2J";

/*Turn off console echo so that the only output is via the pipe.
Only fatal erors user printf below*/

HANDLE hStdin = GetStdHandle (STD INPUT HANDLE) ;

DWORD mode = 0;

GetConsoleMode (hStdin, &mode) ;

SetConsoleMode (hStdin, mode & (~ENABLE ECHO INPUT)) ;

//Get pipe name from ENV Vars

psEnvPipeName = getenv ("PIPENAME") ;

/* the pipename on Windows Server is \\.\pipe\<pipename> where
<pipename> is the value stored **in the PIPENAME environment variable

set by SLNet */

if (psEnvPipeName)

{
sprintf (PipeName, "\\\\.\\PIPE\\%s", psEnvPipeName) ;

PipeHandle = open (PipeName, O WRONLY) ;
if (PipeHandle == -1)

{

printf ("Error: Unable to open the named pipe %s.\n",

PipeName); exit (-1);

}

sprintf (TempOut, "%$sEcho Test.\nThis program now controls the

output to the terminal. Type some characters and press Return.\nType 'exit'
to end.\n", CLEAR SCREEN) ;

//Send this message to the terminal via pipe

int bytesWritten = write(PipeHandle, TempOut, strlen (TempOut)) :;
/*NOTE a critical point here.

Having written to the pipe the pipe will now close.

It may take a few tenths of a second but the

pipe may be closed on next usage. See below*/

//clear buffer
memset (TempOut, 0, sizeof (TempOut));

// read keyboard input
while ((BytesRead = read(0, TempIn, 256)))
{/* File handle 0 is standard in or the keyboard */
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if (BytesRead == -1) /* an error occurred */
break;
if ( strnicmp(TempIn, "exit", 4) == 0) /* The user chose to
exit */
break;
TempIn[BytesRead] = '\0';//chop off extra new line (it has
two!l)

//format output
sprintf (TempOut, "You typed: %s", Templn);

//attempt to do write to pipe. It may not succeed
bytesWritten = write(PipeHandle, TempOut,
strlen (TempOut)) ;

//did it write?

if (bytesWritten == -1)

{
//No. Reopen the pipe
PipeHandle = open (PipeName, O WRONLY) ;
if (PipeHandle == -1)

{
printf ("Reopen Pipe Failed %$1d\n",

GetLastError());
break;

}
//now do the write again
bytesWritten = write(PipeHandle, TempOut,

strlen (TempOut)) ;
//should succeed but do your error checking here
}
//clear down buffers

memset (TempOut, 0, sizeof (TempOut))
memset (TempIn, 0, sizeof (TemplIn));

}

_close (PipeHandle);

else

printf ("SLNet is not running\n");

exit (0);
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Raw Keyboard Mode

By default, key press output in SLNet 6.7 is translated from Ascii Video Terminal Escape Codes (VT codes) to
Windows scan codes. SLNet 6.7 provides functionality to change the key press output to VT code.

To change the key press output to VT code you will need to create a registry entry for each SLNet user profile
that requires this functionality. If all users use the Default SLNet profile create the key here:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Seattle Lab\SLNet\Default

If you use specific named profiles e.qg. if there is a user called RFUser, create the key here:
Compute\HKEY_LOCAL_MACHINE\SOFTWARE\Seattle Lab\SLNet\RFUser

Registry entry type = DWORD

DWORD name = RawKeyBoardMode
DWORD value =1
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SLNet and Windows Security

SLNet abides by all Windows security features. It does not alter nor change any security settings or privilege
levels set by normal Windows mechanisms.

When a Telnet user logs into your system via SLNet, he or she must be a valid user that you or another
administrator created using the Windows User Manager or Active Directory Manager. SLNet sets that user’s
process to run in the security context appropriate to that user. The user then has exactly the same privileges
he or she would have on your machine if they sat down in front of it and logged in on the console by pressing
the CTRL ALT DELETEkeys.

Windows allows you to grant or withhold privileges on a user-by-user basis to every object on the system.
Using Windows Explorer, for example, you may choose which individual users can have access to any given
file you create. SLNet abides by these exact same access restrictions. It does not and cannot alter an y
privileges set by Windows.

Authentication types

SLNet allows you to encrypt the user name and password in the data stream with the AuthTypes registry
value.

You will need to modify this registry value in the root of the SLNet registry EH:' Seattle Lab
(HKEY LOCAL MACHINE > SOFTWARE > SeattleLab> SLNet).Open the {:l ”dex
Registry Editor through the Start Menu (Start > Run and then entering REGEDIT). E"a

In the right frame of the registry editor, right-click on the AuthTypes string value and select Modify from the
popup menu.

BUEhTypes REG_S57 0,129

By default the key has 0,129 (IP

pddress, decimal equivaentor e [ 1|

AuthType required), which allows all

users to use the SeattleLab encryption Value name:
or fall back to clear text. |&uthT ppes
Walue data:

0k, I Cancel

Enter <IP address, decimal equivalent for the authorization type; IP address,...>

and then click OK to update the string. The string pairs must be separated by a semi colon. For example:
0,129;127.0.0.1,128;129.168.0.1,65

The authentication types are:
e  Null (no encryption)—bit 1, decimal 1
e Microsoft NTLM—bit 7, decimal 64
e SeattleLab proprietary—bit 8, decimal 128

Note: Multiple encryption types can be specified by combining the bits. For example for Null (clear text) and SeattleLab
encryption the decimal equivalent would be 129. All single encryption types and pairs are possible.
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